AT

WEST CHESTER
UNIVERSITY

UNIVERSITY POLICY

Mobile Wireless Communications Stipend Policy
Accommodations for individuals with disabilities in accessing these policies are

available upon request by emailing accessiblepolicy@wcupa.edu

Purpose and Scope

To establish a policy option and guidelines for the provision of a mobile wireless
communications stipend fo employees for use of a personal mobile wireless
communications device in lieu of a University issued mobile wireless communications
device. The employee must have a documented need to conduct official University
business over a mobile wireless communications device and contfinue to meet this
need under the Eligibility Requirements section of this policy. Department Heads will
have the option of either requesting a University issued and administered mobile
wireless communications device for their employees or payment of a stipend to those
employees for use of their personal mobile wireless communications device. A mobile
wireless communications device, whether personal or University issued, is not a valid
substitute for a traditional office phone when an employee has an assigned desk
location to work on campus. Mobile wireless communication devices covered by this
policy are used in part to conduct University business and/or to create, receive, send
or store University data and/or education records of students. As a result, information
contained on wireless communication devices covered by this policy are also subject
to Federal and State data maintenance and protection laws (e.g., FERPA, records
retention requirements), as well as the Pennsylvania Right fo Know Law (Act 3 of 2008.)
An employee receiving a University wireless device stipend must comply with Federal
and State requirements, and assist the University in providing access to information
about or contained on the wireless communications devices covered by this policy in
response to requests for such data orinformation by third parties as required by Federal
and/or State law Policy Statement This policy applies to all faculty, staff, and
administrators who, as a part of their official university employment, have a consistent
and recurring need for using a mobile wireless communications device. The mobile
wireless communications stipend is intended to reimburse the employee for the
business use of their personal mobile device. The stipend is not intended to fund the
cost of the equipment nor cover all monthly costs billed to the employee under their
personal mobile wireless plan. It is assumed that the employee will continue to utilize
their mobile wireless communications devices for personal use as well as for business.
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Policy Framework

The policy framework should outline high-level mandatory processes and practices
that are required to implement and comply with the policy.

Compliance

IT Infrastructure Services will validate and verify stipend amount based on employee
personal mobile bill not exceeding university's provisioned government rate.

Policy Exceptions

All exceptions must be approved by AVP of Information Services & Technology and
Department Chair (or designee).

Procedures
Please refer to Procedures document link;
Definitions

To assist the university in achieving maximum productivity and cost-effectiveness
when employing mobile wireless communications tfechnology as a business solution;
to comply with IRS Regulations on mobile wireless communications devices as
described in PASSHE Procedure/Standard Number 2011-10 - Guidelines for University
Use of Cell Phones; to enable employees to combine their business and personal
mobile wireless communications on a single device with the most flexibility in the
selection of such device; and to effectively manage the reimbursement of costs
related to the business use of personally owned mobile wireless communications
devices and service plans.

Eligibility Requirements

1) The mobile wireless communications stipend does not constitute an increase in
base pay, nor will it be included in the calculation of percentage increases to
base pay. The stipend will be included in the employee’s regular pay
statement but not included in gross income nor subject to federal income tax,
state income tax, FICA, Medicare or Pennsylvania Unemployment
Compensation tax withholdings. It will be paid once a month in the last pay
statement of the month. Employees are not automatically entitled to a mobile
wireless communications stipend for business use of a personal mobile wireless
communications device or service. Employees seeking enrollment in the
program must demonstrate eligibility and obtain approval in accordance with
the criteria listed below.




\A/("]

WEST CHESTER
UNIVERSITY

UNIVERSITY POLICY

2) To qualify for the mobile wireless communications stipend, the employee must

3)

have a business need, defined and approved by their supervisor and Division

Vice President / Dean as well as the fund center manager (if different), which

includes one or more of the following:

a) The duties of the position may lead to potentially dangerous situations with
no other acceptable or reliable means of communication.

b) The duties of the position require that the employee work regularly in the
field and be immediately accessible.

c) The duties of the position require immediate emergency response in critical
situations (police or emergency responder) or for operational support of
crifical infrastructure (telecommunications, computer or network
responder).

d) The duties of the position require a significant amount of fravel related to
official university business while maintaining access to information
technology systems that render the employee more productive and/or
result in more effective service provided by the employee.

e) The duties of the position require immediate executive response and
decision making to life-threatening or public safety issues and situations.

f) The President of the University deems it necessary to ensure the flow of
information and critical support of the university mission.

The University reserves the right to rescind the employee stipend at any time if

determined by management that the qualifying business needs of the

University have changed and/or the employee no longer meets the eligibility

requirements or employee responsibilities for receiving the stipend.

Stipend Allowances

1)

2)

3)

4)

The WCU Mobile Wireless Communications Device Justification and
Acknowledgment Request Form defines maximum recommended stipends to
be paid to an employee based on current voice, data and text package
plans available to the University under current Commonwealth of Pennsylvania
confracts for mobile wireless communications services.

Stipend amounts will be based on the anficipated usage requirements of the
individual’s job responsibilities and approved through normal authorization
procedures addressed in this policy. These allowances will be reviewed
annually and adjusted when necessary.

The stipend provided shall not exceed the actual costs paid by the employee
for their personal mobile wireless service. If the employee has a family share
plan, the stipend shall not exceed the cost of the primary line on the family
share plan.

No additional compensation will be provided for Overage Charges on an
employee’s monthly mobile wireless services bill. Users that require additional
voice minutes, text messages, or data plans must provide his/her supervisor
with a copy of itemized billing detail documenting business use in excess of the
approved usage amounts to justify a change to the next higher level stipend
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amount. He/She may also submit written justification to his/her supervisor
detailing specific project assignments or circumstances that will require higher
than normal plans.

Stipends do not include compensation for the purchase, upgrade or
replacement cost of personal mobile wireless communications equipment or
accessories such as, but not limited to: holsters, covers, chargers or headsets.
Stipends do not include compensation for mobile wireless device software
applications, ringtones or downloads.

This compensation may be changed and/or withdrawn by the University with a
60 day written nofice.

Stipend eligibility will be reviewed annually by the supervisor in June and re-
authorized or cancelled. The WCU Mobile Wireless Communications Stipend
Status Form will be used for the annual review and follow the same
approval/notification procedure as the initial stipend request

Acceptable Use

1)

2)

3)

4)

No employee is to use his/her personal mobile wireless communications device
for the purpose of illegal activities, harassment, or obscene behavior - in
accordance with all existing employment policies - during those times that the
employee has agreed to be available to conduct business activities and for
which they are receiving a mobile wireless communications stipend.

The safety of the University's employees is critical to our ongoing success.
Therefore, it is recommended that all employees should utilize hands-free
equipment if using a mobile wireless communications device while operating a
University owned vehicle, personal vehicle or rental vehicle.

Only voice calling with hands-free equipment should be performed while
driving. When dialing a number, employees should pull over to the side of the
road for safety. Employees may also use voice-activated calling or pre-
programmed numbers providing it does not distract from safe driving. Any
other mobile device enabled activity that prevents an employee from focusing
on driving - such as surfing the internet, text messaging, checking email, use of
applications, or other activities - is prohibited.

The University requires its employees to adhere to all international, federal, state
and municipal laws and regulations regarding the use of mobile
communications devices. Under no circumstances will West Chester University
be liable for non-compliance by the employee. Further, such misuse may result
in immediate termination of the mobile wireless communications device
stipend. The employee should use discretion in relaying confidential business-
related information over any wireless communications.




AT

WEST CHESTER
UNIVERSITY

UNIVERSITY POLICY

Responsibilities of Employees Receiving Stipend

1)

3)

4)

5)

6)

When a mobile wireless communications stipend has been approved and
provided to an employee for the conduct of official business, the employee
must comply with the following:

a) The employee is expected to maintain, through personal purchase or
subscription/service contract, the mobile wireless communications device(s)
and service(s) for which the stipend is being paid.

b) The employee willimmediately provide the mobile device phone number
being covered by the stipend to his/her supervisor and to the Networking
and Telecommunications Department (via email to NetTel@wcupa.edu).

c) If the employee changes his/her mobile device phone number, he/she will
immediately notify his/her supervisor and the Networking and
Telecommunications Department (via email) of the new phone number.

d) The employee must inform his/her supervisor and the Networking and
Telecommunications Department (via email) immediately if the mobile
wireless service has been cancelled.

e) The employee agrees to be available to receive calls (be in possession of
the mobile wireless communications device and have it turned on) during
those times specified by their supervisor.

f) The employee is NOT required to maintain a log of business and personal
phone calls if receiving a mobile wireless communications stipend.

The employee may select any mobile wireless carrier whose service coverage

meets the business needs of the University identified under Eligibility

Requirements and his/her specific job responsibilities as determined by his/her

supervisor or department head.

The employee is responsible for all charges on his/her personal mobile wireless

confract, including activation fees or early termination fees. If the employee

leaves the position or the stipend is revoked by the University for any reason,
he/she will continue to be responsible for the contractual obligations of his/her
personal mobile wireless plan.

The wireless communications device that has data capabilities must be

secured based on current security standards including password protection

and encrypftion.

If the wireless communications device that has data capabilities is stolen or

missing it must be reported to the wireless device service provider, the

employee’s supervisor and the Networking and Telecommunications

Department (via email) as soon as possible.

Employees are expected to delete all University data from the wireless

communication device when their employment with the University is severed,

except when required to maintain that data in compliance with litigation hold
notice.
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7) The stipend is intended to reimburse the employee for the actual costs related
to the business use of their personal mobile wireless communications devices
but should not result in a financial gain by the employee.

8) The employee is required to verify that he/she has an active mobile wireless
service plan for the mobile device phone number on which the stipend has
been approved by providing a copy of the service summary pages of the
monthly phone bill to his/her supervisor and the Department of Networking and
Telecommunications twice a year in December and June. Management may
also periodically request documentation of substantial business use by
providing the call detail pages of the monthly phone bill.

?) The University reserves the right to investigate any misrepresentation by the
employee regarding his/her continued eligibility for receiving a mobile wireless
communications stipend or the actual costs incurred by the employee for their
personal mobile wireless communications service could initiate disciplinary
action against any student or employee consistent with applicable State
System or University policy, Student Code of Conduct, or applicable collective
bargaining agreement.
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